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What is GOVSSO?

* Purpose

* To optimize cost of authentication by minimizing the usage of
billable services (Mobile-ID; Smart-ID; OCSP for ID-card).

* To give better user experience when moving between different
state services.



What is GOVSSO?

/

State Authentication Service
4 I
GOVSSO TARA
* Authentication e Authentication
e Session handling
* Logout

K\ /




What is GOVSSO?

* Users should not differentiate when system is moved from
TARA to GOVSSO

* Same Login button recommendations as for TARA



Ul recommendation for login

* If TARA or GOVSSO is the only authentication option
& e 2 ”
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* If there are several authentication options:
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Ul recommendation for logout

* Reference what service has been logged out of
* Avoid instructing to close all windows

Eesti keeles
Ha pyccrom

Session has ended e-MTA session has ended

You have signed out of e-MTA. For security reasons, please close all web browser windows. You have signed out of e-MTA.

< » <

REPUBLIC OF ESTONIA
TAX AND CUSTOMS BOARD

HER Customer support HER
Bk REPUBLIC OF ESTONIA % PP Ay

igsy | TAXAND CusToms Boaro 8300815 etax services AR

8800814 e-customs services

Al contact data

Eesti keeles
Ha pyccrom

% Customer support
8800815 etaxservices
8800814 e-customs services

Al contact data



GOVSSO roadmap

*03.2022 - 06.2022 GOVSSO stage 2

* Feedback, refinement
* GOVSSO software ready for production

* 08.2022 GOVSSO as production service



Application process for DEMO and PROD
environments

* Register your e-service in our demo environment and conduct
Integration tests.

* Register your e-service in our production environment.
* The application forms will become available on RIA website.

* Submit your completed and signed applications at help@ria.ee.

* The application must be signed by the legal representative of your
organization.

* After registration you will receive required credentials to use
GOVSSO services.


https://www.ria.ee/et/riigi-infosusteem/eid/partnerile.html
mailto:help@ria.ee

Considerations on selecting values

* Client application name
* Should be recognized by end user. Avoid technical terms.

* Client application short name

* Should be recognized by end user. Should be relatable with
application name.

* Client application logo
* SVG format



Considerations on selecting values

* Authentication return URL-s
* One or multiple URL-s

* Logout URL-s
* One or multiple URL-s

* Back-channel logout URL
* Recommended to limit access to only RIA IP-address



Additional information

* https://e-gov.github.io/GOVSSO/
* This page is the main source for technical information



https://e-gov.github.io/GOVSSO/

Questions and answers

* Questions?
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Secure authentication for e-services EESTI PYCCKWIA

RIIGI AUTENTIMISTEENUS

ID-card

Mobile-ID

(j Smart-1D

A valid Smart-ID account is required 1o log in to eesti.ee_ Insert your personal code and click
Continue”. A verification code will be sent to your Smart-ID app

Personal code [ EE ]

Help from smartid corr

Co-financed by the Connecting Europe

Secure authentication for e-services

Return to service provider

- ’ Co-financed by the Connecting Europe
- — Facility of the European Union

RIIGI AUTENTIMISTEENUS

: Smart-1D

Verification code was sent to your Smart-1D app.

Your control cs

2080

Help from smart-id.com

can find information on registration of nce, Here, you can find information on forms of business, registering a Facility of the European Union More about the national authentication service More about the national authentication service
concluding contracts for electricity, water, and waste transport, es, paying taxes, areas of activity subject
changing your family physician, etc special requirements, stc
Secure authentication for e-services PYCCKMA MAT
Q ROLE T 24 MmsTav or tHe wreson ET RU MAASIKAS X signout
Accessibility

Home /

Personal data / | and my family

I and my family

w

My identity documents and photo

Me and my children: data from the Population Registry

Changing data in Population Register

Registering the birth of a child

Query for name statistics

Family event certificate (birth, mar

Query for relative relations

The suitability of a name for registering a birth

b e

ge, divorce or name change)

en v MATI MAASIKAS v

Submit query

Submit query

Open in new window

Open in new window

Open in new window

Open in new window

Open in new window

Open in new window

RIIGI AUTENTIMISTEENUS

ID-card Mobile-ID

[Gowo | wom ]

Secure authentication for e-services

( D Smart-|

Avalid Smar RIIGI AUTENTIMISTEENUS

‘Continue”. A

Personal cox

(1) Smart-ID
Verification code was sent to your Smart-ID app.
Your control codeis
Relurn 10 service provide

2080

Help from smartid.com

Retum 1o service provider

More about the national service

Coxfinanced by the Connecting Europe
Facility of the European Union

&

Dashboard

8

My data

Family

Q

Requesting
certificates and
data

My data

Address of the place of residence

Tartu maakond, Kambja vald, Kuukivi alevik, Krvendgese tee 17
Starting date: 31.12.2

Register a new place of resi

Children and wards

You can change the residence data of your children and wards together with your own residence data or separately by submitting 2
notice of residence.

Name The place of reside

MARI-LIIS MANNIK Tartu maakond, Kambja vald, Kuukivi alevik, Kdrvendgese tee

Personal identification code:

Marital status

If your marital status in the population register is incorrect, please contact the local govemment of the county centre of your
convenience to correct this data.

MARRIED



Usage flow with GOVSSO
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GOVSSO session continuation

Secure authentication for e-services EESTI PYCCKUA

RIIGI AUTENTIMISTEENUS

A Logglng In to e—populatlon reglster

To log in to e-population register it is sufficient to continue your session because you are logged in
1o another service. Data that will be transmitted to service:
First name Personal code
MATI EE38001085718
Surname Date of birth
MAASIKAS 1/8/1980
National authentication service uses a single sign-on (SSO) solution - while logged in to one service,
you can continue your session in other services without re-authenticating. By clicking "Continue
session” you are confirming your identity and transferring personal identification data listed above
to Service name B
By clicking "Re-authenticate” you are logged out from all services related to current session and you
can authenticate as a new user.

Return to service provider Help from id ee

Co-financed by the Connecting Europe Facility of the More about the national authentication
European Union service

Etrmoon



GOVSSO logout

Secure authentication for e-services EESTI PYCCKAA

RIGI AUTENTIMISTEENUS

- You have been logged out from e-population register

)

MIMISTRY OF THE INTERIOR
S MmisTar 0 o

You are still logged in to the following services:

eesti.ee

By clicking "Log out all” you are logged out from all services listed above and your session is
terminated

By clicking "Continue session" you are able to keep working in all services listed above.

Help from id ee

Co-financed by the Connecting Furope Facility of the Mare about the national authentication
European Union service




GOVSSO flow demonstration

* Authentication
* Single service
* Two services

* Session update

* Logout
* One service
* Logout all



GOVSSO authentication flow: new session

i i Client Application GOVSS0

User Agent I (client. example.com) (govsso.ria.ee)

L]
]
)
— 1. Log in: https://client. example com/login H
]
]
i
B . : !
1 i
: :
2. Redirect to hitps://govsso.ria.ee/oauth2/auth
3. Check if GOVSSO session doesn't exist
B L_
i |
14 User is authenticated
+ ______ ___.II. _______ —— —
|
5. Redirect to i
https:/fclient. le.com/callback
ps ficlient sxampie.comicalbac 6. GOVSSO identity token request >
”~
h 1
7. Create client application session
—— 8. Logged in: i !
https://client.example.com/mainpage ! !
i
]
]
i
1
]
]
]
)
1
|
)
L]
!



GOVSSO authentication flow: session exists

1

| Client Application

User Agent (client.example.com) Y

(govsso.ria.ee)

—— 1. Log in: hitps.#client.example.com/login 4

M e e

2. Redirect to htips://govsso.ria.ee/oauth2/auth

3. Check that GOVSS0 session exists

L e e e e e e e r=4. Render consent form-======—=——————-—

5 Accept consent >

L 6. Redirect to
hitps:/iclient example com/callback

f—vo7. GOVSSO identity token request >

M

8. Create client application session

= 9. Logged in: _
B hitps:ficlient. example.com/mainpage
i



GOVSSO session update

i : Client Application

GOVSS0

UserAgent | (client.example.com)

(govsso.ria.ee)

1. Open page
hitps:/fclient example com/abc

2. Check that client application session exisis

e .

| 3. Two minutes before expiration, backgmuﬁd JavaScript request
hitps:fgovsso.ria.eefoauth2fauth ?prompt=none&id_token_hint=._.

e
|

4. Check that GOV330 session exists,
update GOVSS0 session

. 5. Redirect to
hitps:/fclient example comfcallback

B — fom -

7. Update client application session

<- . Background JavaScript request |
was successful, user continues work




GOVSSO logout

i : Client Application

4. Check that GOVSS0 session exists,
terminate client application session

I
7. Terminate all client application sessions,
terminate GOV3S0 session

User Agent i GOVsso
0 | (client example.com) e
1. Log out:
hitps:/iclient.example.com/dogout
2. Terminate client application session
.‘. ______________________
|
3. Redirect to https:ﬂgovséo_ria.eemauthzfsessiq}nsflogout?id_tnken_hint:._.
o 5. Render logout consent form ==—=======—=—=————==—=== |
|
]
|
. User chooses to log ouf all or continue session -
opt
[If user chooses to log out all applications]

* _____________________________________________________ —r
8. Redirect to i
post_logout_redirect_uri endpoint |
|
|
M—-9_ Show successiul logout message —— i
I
I




/.well-known/openid-configuration endpoint

"issuer"”: "hittps://govsso-demo.ria.ees"”,
"guthorization_endpoint”: “https://govsso-demo.ria.es/oauth?/auth”,
"token_endpoint”: "https://govsso-demo.ria.eefoauth?/token”,
"Jwks_uri®: "https://govsso-demo.ria.ee/.well-known/jwks.json",
"subject_types_supported”: [

"public"

1,
"response_types_supported": [
"code”
1,
"claims_supported”: [
"sub",
"acr”,
“amr",
"at_khash",
"aud",
"auth_time",
"exp"”,
"iat",
"izg",
“jti-,
“nonce”,
"birthdate”,
"family_name",
"given_name",
"5id"

1.



/.well-known/openid-configuration endpoint

"grani_types_supported": [
"guthorization_code”

1.

"response_modes_supported”: [
llquer}rll

1s

"scopes_supported”: [
"openid"

1,

"token_endpoint_suth_methods_supported": [
"client_secret_basic™

1a

"id_token_signing_alg_values_supported”: [
"RS256"

1a

"request_uri_parameter_supported”: false,
"claims_parameter_supported”: false,
"backchannel logout_supported"”: true,
"backchannel_logout_session_supported”: true,
"ui_locales_supported”: [

"et",

en”,

ru

1,



.well-known/openid-configuration endpoint

acr_values_supported”: [
"low",
"substantial”,
"high"
1,
"rlaim_types_supported”: [
"normal"

1,
"service_documentation”: "https://e-gov.github.io/GOVSS0D/",

"end_session_endpoint™: "https://govsso-demo.ria.eefoauth?/sessions/logout™




.well-known/jwks endpoint

=ig”,
"RSA"Y,
"public:4a91f86b-348c-4c3a-a3cl-204a74479e1d",
"R5256",

"sdvigkdkxbivzh-GFedNz4i0F8gUTKHITLAILEVF TOLCswSJ4RNAA0497dmE - UXFh=78ArTAchSpheivBOwyddP fylaskFhbM
YeFuwt JucHB0LAeo7QyE91ixAZtb3FibiNsXnpy3RvCpeSyBPSFLsRpIG] nezp7Ow]eXEZchgSYA3Uad I XFXMAALAALT G- X4
gcUU3s EuwL LDOLweBEerXiKBhd15CPnubHLcgrzoz_BlovlAalkWhkfEMg] IQDPmMSROS100Ljsp2ke_pA-glZxsyREkhCmofcHeT
UBRoPFaiCkpy-HXn-fQD7EVsk255-17yBovd2ZK03jKDkraIXR21 17 gZQNUSGEKPCN_XFt4a5uF1tfix_EATQGEOThYDM",

"keys": [
{
"use":
"Rty
"kid":
"alg":
"n":
et

"AQ)'J!E "



Key usage

* Client application should buffer the public key (it needs to be
buffered together with kid value). It needs to compare the
kid value from JWT header with buffered kid value.

HEADER:

{
"alg": "RS256",

"kid": "public:4a91f86b-340c-4c3a-a3c1-204a74449e1d",
”typ” : ”JWT”



Key usage

* If key values from JWT header and buffer match, buffered
key can be used. If not, client application needs to make
request to public sighature key endpoint and select key
corresponding to kid value received from JWT header and
buffer it.



GOVSSO flow: Authentication request

GET https://govsso.ria.es/ocauth2/auth?

redirect uri=httpskhlAk2F¥iFclient.example.com®2Fcallback&
scope=gpenid&

state=hkMVY7vjul7xyL15&]|

response type=codef

client id=58e7/ba35aab5bdfl671ak

ui locales=en&

nonce=tsdsfwrerhtry3geewgl

acr_wvalues=substantial



GOVSSO flow: Authentication request

URL element

protocol, host,
port and path

client_id

redirect_uri

compulsory

yes

yes

yes

example

https://govsso.ria.eefoauth2/auth

client_id=58e7ba35aab5bdfl1671a

redirect_uri=https#3A%2F%2Fclient.example.com®*2Fcallback

explanation

Joauth2/auth isthe OpenlD Connect-based authentication endpoint of the GOVSS0 service
(the concept of ‘authorization’ originates from the OAuth 2.0 standard protocol).

The URL is provided from OIDC server public discovery service:
https://govsso.ria.es/.well-known/openid-configuration as

authorization_endpoint parameter.

Client identifier. The client identifier is issued by RIA upon registration of the client application as
a user of the authentication service.

Redirect URL ([OAUTH] "3.1.2. Redirection Endpoint”). The redirect URL is selected by the
institution. The redirect URL may include the query component. URL encoding should be used, if
necessary [URLENC].

It is not permitted to use the URI fragment compenent ( # and the following component; [URI]
“3.5. Fragment”).

The URL protocol, host, port and path must match one of the pre-registered redirect URLs of
given client application registration metadata (see client_id parameter).



GOVSSO flow: Authentication request

The authentication scope. Space delimited list of requested scopes.

openid scope is compulsory to signal that this is an OIDC authentication request.
In the default scope of openid GOVSSO will issue ID Tokens with the following attributes:

. sub (physical person identifier)

scope yes scope=openid .
given_name
family name

birthdate

Presence of given attribute values will depend on the amount of infermation that is returned
within TARA |D Tokens.

Security code against false request attacks (cross-site request forgery, CSRF). Read more
state yes state=hkMVY7vjul7xyL15 . . : " . . -
about formation and verification of state under “7.3 Protection against false request attacks™.

i p Determines the manner of communication of the authentication result to the server. Only value
response 2 (=3 response_ type=code . . . B
P -~ y P —-P code Is allowed as only authorization code flow is supported by GOVSSO



GOVSSO flow: Authentication request

ui_locales

nonce

acr_values

no

no

no

ui locales=et

nonce=fsdsfwrerhtry3qgeewq

acr_walues=substantial

Selection of the user interface language. The following languages are supported: et | en . ru .
By default, the user interface is in Estonian language. The client can select the desired
language. This will also set the GUI language for TARA service views.

A unigue parameter which helps to prevent replay attacks based on the OIDC protocol ([OIDC-
CORE] “3.1.2.1. Authentication Request").

The minimum required level of authentication based on the elDAS level of assurance (LoA).
Allowed values are: low , substantial , high . high is used by default if the value has not
been set in request.

GOVSS0 will stare the authentication level of assurance in the 550 session object as an
Authentication Context Class Reference ( acr ) claim, from TARA ID Token response. Upon
each GOVSS0 authentication request, GOVSSO will check that the requested level of
assurance ( acr_values parameter value) is lower or equal to the acr claim value of the
GOVSS0 session. If the S50 session acr value (level of assurance) is lower than requested,
the previous GOVSS0 session is automatically terminated and a new authentication is
requested from TARA. After successful authentication a new S50 session is created.



GOVSSO flow: Authentication response

GET https://govsso.ria.es/ocauth2/auth?

redirect uri=httpskhlAk2F¥iFclient.example.com®2Fcallback&

¢ Sent reqUESt scope=openid&

state=hkMVY7vjul7xyL15&]|
response type=codef

client id=58e7ba35aab5bdfl671ak
ui locales=en&
nonce=tsdsfwrerhtry3qgeewgl

acr_values=substantial

* ,Response” is returned through HTTP 302 redirect

HTTP GET https://client.example.com/callback?

[ ReCEived response code=71ed5797c3d957817d31&

state=hkMVY7vjul7xyL15



GOVSSO flow: Authentication response

URIL element example explanation

protocol, host, port i o
https://client.example.com/callback | Matches the redirect_uri value sentin the authentication request.

and path
code code=71ed579. .. The authorization code to request the ID Token.

Security code against false request attacks. The security code received in the authentication request is mirrored back. Read more
state state=hkMVY7vjul7xyL1l5

about forming and verifying state from ‘Protection against false request attacks'.



GOVSSO flow: Authentication error response

HTTP GET https://client.example.com/callback?

error=invalid scope&
error_description=Required+scope+%3Copenid®3E+not+provided. +GOVS550+does+not+allow+this+request+to+be+processeda
state=hkMVY7vjul7xyL1l5

* If user cancels authentication in GOVSSO same mechanism is
used to return the cancel action.

¢ error=user_cance|

* Error description should be used only for debugging



GOVSSO flow: ID Token request

* HTTPS is obligatory and GOVSSO certificate (chain) must be
trusted

*TLS 1.2 is used (TLS 1.3 will come in future)



GOVSSO flow: ID Token request

POST /oauth2/token HTTP/1.1

Host: govsso.ria.ee

Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRS5a3F8MzpnWDFmQmFEM2 Ik
grant_type=authorization_ codef

code=5plx10BeZQQYbYSOWxSbIAR
redirect uri=httpskIA%2F%2client.example. com®2Fcallback

* The body of the HTTP POST request must be presented in a
serialized format based on the OpenlID Connect protocol.

* |ID Token must be requested within 30 seconds after GOVSSO
has issued authorization code



GOVSSO flow: ID Token request authentication

* Request must include the Authorization request header

* The value is formed of the word Basic, a space, and a string
<client_id>:<client_secret> encoded in the Base64 format.



GOVSSO flow: ID Token request

Parameter

protocol, host, port
and path

grant_type

code

redirect_uri

parameter
type

query

body

body

body

example

https://govsso.ria.eefoauth2/token

grant_type=authorization_code

code=5plx10BeZQQYbYSeWxSbIA

redirect_uri=https%3A%2F%2client.example.com®2Fcallback

explanation
GOWVSSO server token endpoint URL. Published in GOVSSO discovery endpoint
token_endpoint parameter value.

The authorization_code value required based on the protocol. [OIDC-CORE]
“3.1.3.1. Token Request”

The authorization code received from the authentication service.

The redirect URL sent in the authentication request.



GOVSSO flow: ID Token response

[ Sent request POST /oauth2/token HTTP/1.1

Host: govsso.ria.ee
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRS5a3F8MzpnWDFmQmFEM2 Ik

grant_type=authorization_ codef
code=Splx10Be/QQYbYSAWxSbIA&
redirect uri=httpskIA%2F%2client.example. com®2Fcallback

HTTP/1.1 286 OK
Content-Type: applicaticn/json
Cache-Control: no-store

Pragma: no-cache

* Received response

"access_token": "EKN-4FfXCAnlRdkegKk-ME@DRxZBRwIYZ_EwW-9zLCYcA.7GT7Xg2delvizrrFg6f@DNwLEINW2ZPYRDPPEFMbus1o™,
"token_type": "Bearer",

"expires in": 36080,

"id_token”: "eylhbGciOilSUzIINiIsImtpZCI6InBlYmxpYzoyMDO@YmV10CE3MmY@LTQxYTMEYTRL



GOVSSO flow: ID Token response

Parameter

access_token

token_type
expires_in

id_token

explanation

OAuth 2.0 access token. With the access token the client application can request authenticated user’'s data from userinfo endpoint.
Not used in GOVSS0 because GOVSSO0O session management is purely ID Token dependent. All user data is already available in the ID Token.

OAuth 2.0 access token type with bearer value. Not used in GOVSSO.
The validity period of the OAuth 2.0 access token. Not used in GOV3SO.

format .

L.

| chapter 3.1). The ID Token itself is issued in JSON Web Token [J

ID Token, encapsulated in JWS Compact Serialization form ([,

* id_token is only value that should be used

* Unknown parameters must be ignored



ID Token structure

{
"jti™: "B63a35d8-92ec-4a8d-95e7-fcbcad9@ebda”,
"iss™: "https://govsso.ria.eef/",
"aud": [
"eso-client-1"
1,
"exp™: 1591789871,
"iat™: 1591789811,
"sub™: "EEG@EE18153598",
"birthdate": "20808-81-81",
“family name": "0’COMNMEZ-5USLIK TESTNUMBER",
"given _name": "MARY ANN",
"amr™: [
“mID"
1,
"acr": "high",

"at_hash": "AKIDtvBT21S5_@2tkl Dvud™,
"nonce”: "POYXXoyDod9deYC3o05 rG-igiUdo-dtKgoym55yHTCM™,
"sid™: "f5ab396c-1498-4042-b@73-ae8e@@3c7258",



ID Token structure

1D Token
element (claim)

jti

=g

aud

exp

iat

example

"Jti":"663a35d8-92=ec-4a8d-95e7-
fcoca9@ebda2™

"iss":"https://govsso.ria.ee/"

"aud”: [
"sso-client-1"

1

or

"aud": "sso-client-1"

"exp": 1591789871

"iat": 1591769811

explanation

ID Token unique identifier ([JWT] “4.1.7. jti (JWT ID) Claim”).

Issuer Identifier, as specified in [CIDC-CORE]L

Unigue ID of a client application in GOVSSO client database. ID belongs to the client that requested authentication (the value of
client_id field is specified in authentication request).

String or array of strings. A single aud value is present in GOVSS0 tokens.

The expiration time of the |D Token (in Unix epoch format).

The time of issue of the ID Token (in Unix epoch format).



ID Token structure

The identifier of the authenticated user (personal identification code or elDAS identifier) with the prefix of the country code of the
sub "sub™: "EEF@O@1818800" citizen (country codes based on the IS0 3166-1 alpha-2 standard). The subject identifier format is set by TARA authentication

The date of birth of the authenticated user in the 1SC_8601 format. Only sent in the case of persons with Estonian personal

birthdate "birthdate": "2800-81-81" . ) . . L
identification code and in the case of elDAS authentication.
given_name "given_name": "MARY ANN" The first name of the authenticated user (the test name was chosen because it consists special characters).
: "family name": "0’CONNEZ-SUSLIK i . _
family_name e The surname of the authenticated user (the test name was selected because it includes special characters).
TESTNUMBER"
Authentication method reference. The authentication method used for user authentication. A single amr value is present in
GOVSS0 tokens. Possible values:
mID - Mobile-1D
idcard - Estonian ID card
amr “amr”: [ "mID" ]

eIDAS - European cross-border authentication
smartid - Smart-ID

Authentication request’.



ID Token structure

nonce

acr

at_hash

sid

"nonce": "POYXXoyDod9deYC3o05_rG-
ig3Udo-dtKgcym5SyHFCM™

"acr": "high"

“at_hash": "AKIDtvBT21S_@2tkl_DvuA”

"sid": "f5ab396c-1496-4842-b873-
aede@@3c7258"

Security element. The authentication request's nonce parameter value. Value is present only in case the nonce parameter was
sent in the authentication request.

Authentication Context Class Reference. Signals the level of assurance of the authentication method that was used. Possible
values: low , substantial , high = The element is not used if the level of assurance is not applicable or is unknown.

The access token hash calculated as described in OIDC specification [OIDC-CORE]

Session ID - String identifier for a GOWVSS0 session. This represents a session of a User Agent. Different sid values are used to
identify distinct sessions at GOVS50.



ID Token signature validation

* Verifying the signature
* RS256 signature algorithm is currently used

* For the signature verification the GOVSSO public signature key
must be used.

* The used algorithm and public signature key is published at the
public signature key endpoint /.well-known/jwks



ID Token signature validation

1. Read the kid value from the JWT header.

2. Validate the signature using the key corresponding to kid
value from the JWT header.



ID Token validation

* Verifying the issuer of token

* The iss value of the ID Token element must match the issuer value

in /.well-known/openid-configuration

* |[n DEMO this value should be https://govsso-demo.ria.ee/

* Verifying the addressee of the tokens

* The client application must verify whether the to
issued for them. For this purpose, it must be mac

ken received was
e sure that the

aud value of the ID Token element matches the c
upon registration of the client application.

ient_id issued


https://govsso-demo.ria.ee/

ID Token validation

* Verifying the validity of the tokens

* The verification is done using iat and exp elements in the ID Token.
The client application uses its own clock to verify the validity. The
following details should be verified:

* that token issuing time has been reached:

* jat <= (current time + permitted difference between clocks)
* that the “expired” time has not been reached:

* exp > (current time - permitted difference between clocks)

* The application must choose the permitted difference between
clock values.



ID Token acr level validation

* Acr value in ID token must be on equal or higher level than
requested

* In case it was not specified in acr_values parameter at
request, it must be equal to value high



ID Token nonce validation

* Nonce value must be the same that was used in the request



If ID Token validation is successful

* ID Token must be stored for session update flow
* |ID Token information can be used for authentication



GOVSSO flow: Session update request

* Session update should be done 2 minutes before the
id token expiration

* Session update request should be done in background (with
JavaScript)



GOVSSO flow: Session update request

GET https://govsso.ria.ee/oauth2/auth?

redirect uri=httpsk3IA%2F%2client.example. com®2Fcallback&
scope=openid&

state=hkMVY7vjul7xyL15&|

response type=coded&

client id=58Be7ba35aab5bdfl671a&

ui locales=en&

nonce=fsdsfwrerhtry3geewgl

acr_wvalues=substantial&

prompt=noned&

id token_ hint=eylhbGciOilSUzI1NiTsImtpZCIbInBlYmxpYzo...TvE



GOVSSO flow: Session update request

URL element

protocol, host,
port and path

client_id

redirect_uri

compulsory example

yes https://govsso.ria.eefoauth2/auth

yes client_id=58e7ba35aab5b4+1671a

yes redirect uri=https#3AX2FX2Fclient.example. com®2Fcallback

explanation

Joauth2/auth is the OpenlD Connect-based authentication endpoint of the GOVSS0
service (the concept of "authorization’ originates from the OAuth 2.0 standard protocol).

The URL is provided from OIDC server public discovery service:
https://govsso.ria.ee/.well-known/openid-configuration as

authorization_endpoint parameter.

Client identifier. The client identifier is issued by RIA upon registration of the client application
as a user of the authentication service.

Redirect URL ([OAUTH] “3.1.2. Redirection Endpoint”). The redirect URL is selected by the
institution. The redirect URL may include the query component. URL encoding should be
used, if necessary [URLENC].

It is not permitted to use the URI fragment component ( # and the following component;
[URI] *3.5. Fragment™).

The URL protocol, host, port and path must match one of the pre-registered redirect URLs of
given client application registration metadata (see client_id parameter).



GOVSSO flow: Session update request

scope

state

response_type

ui_locales

yes

yes

yes

no

scope=openid

state=hkMVY7vjul7xyL15

response_type=code

ui_locales=et

The authentication scope. Space delimited list of requested scopes.

openid scope is compulsory to signal that this is an QIDC authentication request.
In the default scope of openid GOVSSO will issue |D Tokens with the following attributes:

sub (physical person identifier)
given_name

family _name

birthdate

Presence of given attribute values will depend on the amount of information that is returned
within TARA ID Tokens.

Security code against false request attacks (cross-site request forgery, CSRF). Read more
about formation and verification of state under *7_3 Protection against false request attacks”.

Determines the manner of communication of the authentication result to the server. Only
value code is allowed as only authorization code flow 1s supparted by GOVSS0O

Selection of the user interface language. The following languages are supporied: et . en,
ru . By default, the user interface is in Estonian language. The client can select the desired
language. This will also set the GUI language for TARA service views.



GOVSSO flow: Session update request

acr_values

prompt

id_token_hint

no

yes

yes

acr_values=substantial

prompt=none

id token_hint=eylhbGciOiJSUzIINiTIsImtpZCI6InBl1YmxpYzo...TvE

The minimum required level of authentication based on the elDAS level of assurance (LoA).
Allowed values are. low, substantial, high . high is used by default if the value has
not been set in request.

GOVSS50 will store the authentication level of assurance in the S50 session object as an
Authentication Context Class Reference ( acr ) claim, from TARA ID Token response. Upon
each GOV350 authentication request, GOVSS0 will check that the requested level of
assurance { acr_values parameter value) is lower or equal to the acr claim value of the
GOWVSS50 session. If the S50 session acr value (level of assurance) is lower than
requested, the previous GOV3350 session is automatically terminated and a new
authentication is requested from TARA. After successful authentication a new S50 session
is created.

Signals GOVS30 server that it MUST NOT display any authentication or consent view to the
user. An error is returned if user is not already authenticated in GOVSS0 or the client
application does not have pre-configured consent for the requested scope, acr_values or
does not fulfill other conditions for processing the request. The error code will typically be
login_required, interaction_required, or ancther code defined in OIDC standard ([OIDC-
CORE] *3.1.2 6. Authentication Error Response”).

ID Token previously issued by GOVSS0 being passed as a hint about the user's current ar
past authenticated session with the client application. If the user identified by the ID Token is
logged in or is logged in by the request, then GOVSS0 returns a positive response;
otherwise, it WILL return an errar. Encryption of the id_token_hint parameter is not
supported in GOVSS0.



GOVSSO flow: Session update response

* Sent request

GET https://govsso.ria.ee/oauth2/auth?

redirect_uri=httpsk3A%2F%2client.example. com®2Fcallback&
scope=openid&

state=hkMVY7vjul7xyL15&]|

response type=codef

client id=5Be7ba35aab5bdfl671a&

ui locales=en&

nonce=fsdsfwrerhtry3geewgd

acr_values=substantial&

prompt=none&

id token_ hint=eyJhbGciOilSUzIINiIsImtpZCI6InBlYmxpYzo...TvE

* ,Response” is returned through HTTP 302 redirect

* Received response

GET https://client.example.com/callback?

code=71ed5797c3d957817d31&
state=hkMWY7vjul7xyL15



GOVSSO flow: Session update response

URL element example explanation

protocol, host, port } _—
https://client.example.com/callback @ Matches the redirect_uri value sentin the authentication request.

and path
code code=71ed579... The authorization code to request the ID Token.

Security code against false request attacks. The security code received in the authentication request is mirrored back. Read more
state state=hkMVY7vjul7xyL15

about forming and verifying state from ‘Protection against false request attacks'.



GOVSSO flow: Session update error response

GET https://client.example.com/callback?
error=authentication_regquired&

error_description=Authenticated+subject+does+not+match+provided+id token hint&
state=hkMVY7vjul7xyL15

* If error code is received session should be terminated on
client side immediately



ID Token request and validation

* New ID Token must be requested as in authentication

* Same validation rules must be applied before updating the
session status on client side

* New ID Token must be stored to use in next session update



GOVSSO flow: Logout request

GET https://govsso.ria.eefoauthl/sessions/logout?

id token hint=eylhbGciOilSUzIINiIsImtpZCI6InBlYmxpYzo3Njc2MG. . .VkDzh@LYvs
post logout redirect uri=httpsk3A%2F%2Fclient.example.com®2Fcallbacks
state=0dHIpYnVEIXMi0Onsi1ZGFOZIVIvi1oiaxXla

ui locales=et



GOVSSO flow: Logout request

URL element compulsory example explanation

Jfoauth2/auth is the OpenlD Connect-based logout endpoint of the GOVSS0O
service. Described in OIDC session management specification [OIDC-SESSION] "2.1.
orotocol, host. port and OpenlD Provider Discovery Metadata”
path yes https://govsso.ria.eefoauth2/sessions/logout
The URL is provided from CIDC server public discovery service:
https://govsso.ria.ee/ . .well-known/openid-configuration

end_session_endpoint parameter.

Redirect URL. The redirect URL is selected by the institution. The redirect URL may
include the query component. URL encoding should be used, if necessary
[https:/fen wikipedia. orgiwiki/Percent-encoding.

It is not permitted ((OAUTH] *3.1.2. Redirection Endpoint”) to use the URI fragment
compenent { # and the following component; [URI] “3.5. Fragment”.

The URL protocol, host, port and path must match one of the pre-registered redirect

post logout redirect_uri | yes redirect uri=https%3A%2F%2Fclient.example.com%2Fcallback URLs of given client application. Client application is determined by the conients of the
ID Token (token audience must belong to a registered GOVSSO client application).
Different from OIDC session management specification, this parameter is considered
mandatory in GOVSS0. In GOVS30 user logout flow we expect that the user is always
redirected back to the client application that initiated the logout process. The
post_logout_redirect_uri should point to the client application front page or a
client application internal redirect url.



GOVSSO flow: Logout request

id_token_hint

state

ui_locales

yes

no

no

id_token_hint=eyJhbGci0ilSU. .. TvE

state=hkMVY7vjul7xyL15

ui locales=et

ID Token previously issued by GOVSS50 being passed as a hint about the user's
current or past authenticated session with the client application. If the user identified by
the 1D Token is not logged in or is logged in by the request, then GOVSS0 returns a
positive response; otherwise, it WILL return an error. id_token_hint encryption is
not supported.

Security code against false request attacks (cross-site request forgery, CSRF). Length
of state parameter must be minimally 8 characters. Read more about formation and
verification of state under ‘Protection against false request attacks’.

If included in the logout request, the TARA passes this value back to the RP using the
state query parameter when redirecting the user agent back to the client application.
Using the state parameter is not mandatory for login callbacks. It is expected that the
user was already logged out of the client application before calling GOVSSO logout
endpoint.

Selection of the user interface language. The following languages are supported: et ,
en, ru . By default, the user interface is in Estonian language.

If the user was logged into a single client application, then no GUI prompt will be
displayed to the user.



GOVSSO flow: Logout response

GET https://govsso.ria.eefoauthl/sessions/logout?

* Sent request

id token_hint=eyJhbGciOilSUzI1NiIsImtpZCI6InBlYmxpYzo3Njc2MG. . .VkDzh@LYvs
post logout redirect uri=https%3A%2F%2Fclient.example.com@2Fcallback®&

state=0dHlpYnVBZIXMiOnsiZGFEIVIOvZ19iaX]&

ui locales=et

* ,Response” is returned through HTTP 302 redirect

GET https://client.example.com/callback?state=tadHIpYnVWRZIXMiOnsiZGFAZIVIvI1iak]

* Received response



GOVSSO flow: Logout error response

* If the logout request processing is unsuccessful error will be
shown to user in GOVSSO.



GOVSSO flow: Back-channel logout request

POST /back-channel-logout HTTP/1.1
Host: client.example.com

Content-Type: application/x-www-form-urlencoded

logout token=eylhbGciOilSUzIINiIsImtpZCI...p-wczlggpldg



GOVSSO flow: Back-channel logout request

Parameter compulsory example explanation

. Client application must authorize access to GOVSS0 to an internal URL and port. Access to the port should be
protocol, host, https://client.example.com:443/back-

yes limited based on IP address. The port must be protected with TLS. GOVSS0 must trust the logout endpoint server
port and path channel-logout certificate
GOVSS0 sends a JWT token similar to an 1D Token to client applications called a Logout Token to request that
they log out. Logout Token will give the client application exact information about the session (see the sid claim in
logout_token yes logout token=eylhbGciQilsSUz. . .qgpldg

ID Token) that should be logged out. The token is signed by GOVS50 with the same secret key that is used for
singing issued |D Tokens.



Logout Token structure

"aud": [
"sso-client-1"

1,

"events": {
“"http://schemas.openid.net/event/backchannel-logout™: {}

¥s

"iat™: 1591958452,

"iss": "https://govsso.ria.ee/",

"Jti®: "cBcfc9la-cdf5-4706-ad26-847b3a3fb937",

"sid": "9838c51d-719f-48e1-9322-3792822887c8"



Logout Token structure

Logout
Token compulso example explanation
element P v P P
(claim)
iss yes “iss™: “https://govsso.ria.es/" Issuer |dentifier, as specified in [CIDC-CORE]
"events": { Claim whose value is a JSON object containing the member name
events s "http://schemas.openid.net/event/backchannel- http://schemas.openid.net/event/backchannel-logout. This declares that the JWT is a Logout Token
Y logout™: {} The corresponding member value MUST be a JSON object and SHOULD be the empty JSON object {1} .
¥ OIDC-BACK "2.4. Logout Token®
"aud": [
"sso-client-1"
1
aud yes Audience(s), as specified in [OIDC-CORE]
or
"aud”: "sso-client-1"
iat yes "iat™: 1591958452 Issued at time, as specified IN [OIDC-CORE]
iti yes "jti": "c@cfc9la-cdf5-4706-ad26-847b3a3fbo37" Unigue identifier for the token, as specified in [CIDC-CORE].
} Session ID - String identifier for a GOVSSO session. This represents a session of a User Agent. Different sid
sid yes "sid": "f5ab396c-1498-4042-bB73-a328e8B@3c7258"

values are used to identify distinct sessions at GOVSSO.



Logout Token validation

* Signature of the Logout Token must be verified the same way
as ID Token

* [ssuer must be verified
* Audience must be verified

* Validity must be verified

* The verification is done using the iat claim value of the Logout
Token.
* jat <= (current time + permitted difference between clocks)
* The application must choose the permitted difference between
clocks value.



GOVSSO flow: Logout request

* If Logout Token validation is successful client application
session must be ended.

* Issued Logout Tokens are linked to ID Tokens via the sid
claim. Each client application is expected to internally keep
track of the ID Token sid claim and client application session
relations. The client application must log out client
application sessions that contain the same sid value.



GOVSSO flow: Logout response

* If client application response HTTP status code is not 200,
GOVSSO will perform retry with the same Logout Token.



Testing

* For authentication:

* TEST ID-cards or LIVE ID-cards with uploaded authentication
certificates in DEMO OCSP service can be used. To upload the
certificate, follow instructions
here: https://demo.sk.ee/upload_cert/ .

* Smart-ID automatic test numbers: https://github.com/SK-
EID/smart-id-documentation/wiki/Environment-technical-
parameters#test-accounts-for-automated-testing or personal
DEMO account: https://github.com/SK-EID/smart-id-
documentation/wiki/Smart-ID-demo#tgetting-started can be used.



https://demo.sk.ee/upload_cert/
https://github.com/SK-EID/smart-id-documentation/wiki/Environment-technical-parameters#test-accounts-for-automated-testing
https://github.com/SK-EID/smart-id-documentation/wiki/Smart-ID-demo#getting-started

Testing

* For authentication:

* Mobile-ID automatic test numbers: https://github.com/SK-
EID/MID/wiki/Test-number-for-automated-testing-in-DEMO can
be used.

* For eIDAS Czech Republic or Sweden can be used
* Follow instructions on their sites for authentication



https://github.com/SK-EID/MID/wiki/Test-number-for-automated-testing-in-DEMO

Testing

* Ensure that all validation rules for tokens are in place
* Session termination on timeout, back-channel logout
* User cancellation on authentication

* Errors on authentication, session update, logout



Testing and debugging tools

* Browser developer tools
* https://jwt.io/



https://jwt.io/

List of endpoints for DEMO environment

https://govsso-demo.ria.ee/

https://govsso.ria.ee/

/.well-known/openid-configuration

/.well-known/jwks.json

Joauth2/auth

Joauth2/token

Joauth2/sessions/logout

GOVSSO endpoint for DEMO service (OIDC issuer URL)
GOVSSO endpoint for PROD service (OIDC issuer URL)

Public endpoint for GOVSSO server OpenlID Connect
configuration information.

JSON Web Key Set document for GOVSSO service.
Publishes at minimum the public key that client
applications must use to validate ID Token and Logout

Token signatures

OAuth 2.0 authorization endpoint. Used for GOVSSO
session update requests and authentication requests.

GOVSSO endpoint to obtain ID Token
GOVSSO client application initiated logout endpoint


https://govsso-demo.ria.ee/
https://govsso-demo.ria.ee/

Additional information

* https://e-gov.github.io/GOVSSO/



https://e-gov.github.io/GOVSSO/

Questions and answers

* Questions?
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