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What is GOVSSO?

• Purpose
• To optimize cost of authentication by minimizing the usage of 

billable services (Mobile-ID; Smart-ID; OCSP for ID-card).

• To give better user experience when moving between different 
state services.



What is GOVSSO?

TARA
• Authentication

GOVSSO
• Authentication
• Session handling
• Logout

State Authentication Service



What is GOVSSO?

• Users should not differentiate when system is moved from 
TARA to GOVSSO

• Same Login button recommendations as for TARA



UI recommendation for login

• If TARA or GOVSSO is the only authentication option

• If there are several authentication options:



UI recommendation for logout

• Reference what service has been logged out of

• Avoid instructing to close all windows



GOVSSO roadmap

• 03.2022 – 06.2022 GOVSSO stage 2
• Feedback, refinement

• GOVSSO software ready for production

• 08.2022 GOVSSO as production service



Application process for DEMO and PROD 
environments

• Register your e-service in our demo environment and conduct 
integration tests.

• Register your e-service in our production environment.

• The application forms will become available on RIA website.

• Submit your completed and signed applications at help@ria.ee.
• The application must be signed by the legal representative of your 

organization.

• After registration you will receive required credentials to use 
GOVSSO services.

https://www.ria.ee/et/riigi-infosusteem/eid/partnerile.html
mailto:help@ria.ee


Considerations on selecting values

• Client application name
• Should be recognized by end user. Avoid technical terms.

• Client application short name
• Should be recognized by end user. Should be relatable with 

application name.

• Client application logo
• SVG format



Considerations on selecting values

• Authentication return URL-s
• One or multiple URL-s

• Logout URL-s
• One or multiple URL-s

• Back-channel logout URL
• Recommended to limit access to only RIA IP-address



Additional information

• https://e-gov.github.io/GOVSSO/
• This page is the main source for technical information

https://e-gov.github.io/GOVSSO/


Questions and answers

• Questions?



Usage flow without GOVSSO
1 2 3

4 5 & 6 7



Usage flow with GOVSSO
1 2 3

4 5 6



GOVSSO session continuation



GOVSSO logout



GOVSSO flow demonstration

• Authentication
• Single service

• Two services

• Session update

• Logout
• One service

• Logout all



GOVSSO authentication flow: new session



GOVSSO authentication flow: session exists



GOVSSO session update



GOVSSO logout



/.well-known/openid-configuration endpoint 



/.well-known/openid-configuration endpoint 



/.well-known/openid-configuration endpoint 



/.well-known/jwks endpoint 



Key usage

• Client application should buffer the public key (it needs to be 
buffered together with kid value). It needs to compare the 
kid value from JWT header with buffered kid value. 



Key usage

• If key values from JWT header and buffer match, buffered 
key can be used. If not, client application needs to make 
request to public signature key endpoint and select key 
corresponding to kid value received from JWT header and 
buffer it.



GOVSSO flow: Authentication request



GOVSSO flow: Authentication request



GOVSSO flow: Authentication request



GOVSSO flow: Authentication request



GOVSSO flow: Authentication response

• Sent request

• „Response“ is returned through HTTP 302 redirect

• Received response



GOVSSO flow: Authentication response



GOVSSO flow: Authentication error response

• If user cancels authentication in GOVSSO same mechanism is 
used to return the cancel action.
• error=user_cancel

• Error description should be used only for debugging



GOVSSO flow: ID Token request

• HTTPS is obligatory and GOVSSO certificate (chain) must be 
trusted

• TLS 1.2 is used (TLS 1.3 will come in future)



GOVSSO flow: ID Token request

• The body of the HTTP POST request must be presented in a 
serialized format based on the OpenID Connect protocol.

• ID Token must be requested within 30 seconds after GOVSSO 
has issued authorization code



GOVSSO flow: ID Token request authentication

• Request must include the Authorization request header

• The value is formed of the word Basic, a space, and a string 
<client_id>:<client_secret> encoded in the Base64 format.



GOVSSO flow: ID Token request



GOVSSO flow: ID Token response

• Sent request

• Received response



GOVSSO flow: ID Token response

• id_token is only value that should be used

• Unknown parameters must be ignored



ID Token structure



ID Token structure



ID Token structure



ID Token structure



ID Token signature validation

• Verifying the signature
• RS256 signature algorithm is currently used

• For the signature verification the GOVSSO public signature key 
must be used. 

• The used algorithm and public signature key is published at the 
public signature key endpoint /.well-known/jwks



ID Token signature validation

1. Read the kid value from the JWT header.

2. Validate the signature using the key corresponding to kid 
value from the JWT header.



ID Token validation

• Verifying the issuer of token
• The iss value of the ID Token element must match the issuer value 

in /.well-known/openid-configuration 

• In DEMO this value should be https://govsso-demo.ria.ee/

• Verifying the addressee of the tokens
• The client application must verify whether the token received was 

issued for them. For this purpose, it must be made sure that the 
aud value of the ID Token element matches the client_id issued 
upon registration of the client application.

https://govsso-demo.ria.ee/


ID Token validation

• Verifying the validity of the tokens
• The verification is done using iat and exp elements in the ID Token. 

The client application uses its own clock to verify the validity. The 
following details should be verified:
• that token issuing time has been reached:

• iat <= (current time + permitted difference between clocks)

• that the “expired” time has not been reached:
• exp > (current time - permitted difference between clocks)

• The application must choose the permitted difference between 
clock values.



ID Token acr level validation

• Acr value in ID token must be on equal or higher level than 
requested

• In case it was not specified in acr_values parameter at 
request, it must be equal to value high



ID Token nonce validation

• Nonce value must be the same that was used in the request



If ID Token validation is successful 

• ID Token must be stored for session update flow

• ID Token information can be used for authentication



GOVSSO flow: Session update request

• Session update should be done 2 minutes before the 
id_token expiration

• Session update request should be done in background (with 
JavaScript)



GOVSSO flow: Session update request



GOVSSO flow: Session update request



GOVSSO flow: Session update request



GOVSSO flow: Session update request



GOVSSO flow: Session update response

• Sent request

• „Response“ is returned through HTTP 302 redirect

• Received response 



GOVSSO flow: Session update response



GOVSSO flow: Session update error response

• If error code is received session should be terminated on 
client side immediately



ID Token request and validation

• New ID Token must be requested as in authentication

• Same validation rules must be applied before updating the 
session status on client side

• New ID Token must be stored to use in next session update



GOVSSO flow: Logout request



GOVSSO flow: Logout request



GOVSSO flow: Logout request



GOVSSO flow: Logout response

• Sent request 

• „Response“ is returned through HTTP 302 redirect

• Received response 



GOVSSO flow: Logout error response

• If the logout request processing is unsuccessful error will be 
shown to user in GOVSSO.



GOVSSO flow: Back-channel logout request



GOVSSO flow: Back-channel logout request



Logout Token structure



Logout Token structure



Logout Token validation

• Signature of the Logout Token must be verified the same way 
as ID Token

• Issuer must be verified

• Audience must be verified

• Validity must be verified
• The verification is done using the iat claim value of the Logout 

Token.
• iat <= (current time + permitted difference between clocks)

• The application must choose the permitted difference between 
clocks value.



GOVSSO flow: Logout request

• If Logout Token validation is successful client application 
session must be ended.

• Issued Logout Tokens are linked to ID Tokens via the sid 
claim. Each client application is expected to internally keep 
track of the ID Token sid claim and client application session 
relations. The client application must log out client 
application sessions that contain the same sid value.



GOVSSO flow: Logout response

• If client application response HTTP status code is not 200, 
GOVSSO will perform retry with the same Logout Token.



Testing

• For authentication:
• TEST ID-cards or LIVE ID-cards with uploaded authentication 

certificates in DEMO OCSP service can be used. To upload the 
certificate, follow instructions 
here: https://demo.sk.ee/upload_cert/ .

• Smart-ID automatic test numbers: https://github.com/SK-
EID/smart-id-documentation/wiki/Environment-technical-
parameters#test-accounts-for-automated-testing or personal 
DEMO account: https://github.com/SK-EID/smart-id-
documentation/wiki/Smart-ID-demo#getting-started can be used.

https://demo.sk.ee/upload_cert/
https://github.com/SK-EID/smart-id-documentation/wiki/Environment-technical-parameters#test-accounts-for-automated-testing
https://github.com/SK-EID/smart-id-documentation/wiki/Smart-ID-demo#getting-started


Testing

• For authentication:
• Mobile-ID automatic test numbers: https://github.com/SK-

EID/MID/wiki/Test-number-for-automated-testing-in-DEMO can 
be used.

• For eIDAS Czech Republic or Sweden can be used
• Follow instructions on their sites for authentication

https://github.com/SK-EID/MID/wiki/Test-number-for-automated-testing-in-DEMO


Testing

• Ensure that all validation rules for tokens are in place

• Session termination on timeout, back-channel logout

• User cancellation on authentication

• Errors on authentication, session update, logout



Testing and debugging tools

• Browser developer tools

• https://jwt.io/

https://jwt.io/


List of endpoints for DEMO environment

Link Comment

https://govsso-demo.ria.ee/ GOVSSO endpoint for DEMO service (OIDC issuer URL)

https://govsso.ria.ee/ GOVSSO endpoint for PROD service (OIDC issuer URL)

/.well-known/openid-configuration Public endpoint for GOVSSO server OpenID Connect 
configuration information.

/.well-known/jwks.json JSON Web Key Set document for GOVSSO service. 
Publishes at minimum the public key that client 
applications must use to validate ID Token and Logout 
Token signatures

/oauth2/auth
OAuth 2.0 authorization endpoint. Used for GOVSSO 
session update requests and authentication requests.

/oauth2/token GOVSSO endpoint to obtain ID Token

/oauth2/sessions/logout GOVSSO client application initiated logout endpoint

https://govsso-demo.ria.ee/
https://govsso-demo.ria.ee/


Additional information

• https://e-gov.github.io/GOVSSO/

https://e-gov.github.io/GOVSSO/


Questions and answers

• Questions?



Thank you!


